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Bachelor's Degree in Cybersecurity (First Cycle)
Four years (Eghit semesters) - 240 ECTS credits - 1 ECTS = 25 hr
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—— SSWL (hr/w) . SSWL | USSWL SWL — ’ .
Level | Semester c od '€ | Module Name in English duulydl B3ledl ool | Language o Lab — h );am ECTS 'I(') uie o r:rfqulstl: ed
x OCE CL (hr/w) (hr/w) (hr/w) Pr (hr/w) [ Tut (hr/w) (hr/w) [/EEm hr/sem | hr/sem | hr/sem ype odule(s) Code
0.
1 CYS101  [Structured Progr ing | 1 augall dmapdl|  English 3 2 3 78 122 200 8 B
2 CYS133  |Discrete Mathematics dahaiiall OLLYI[  English 3 2 3 78 72 150 6 C
3 CYS109 [Data Security Principles ULl ol t55ke English 3 3 48 77 125 5 C
First 14 CYs103  |Mathematics English 3 2 3 78 97 175 7 B
5 UFall111 |English language | English 2 2 32 18 50 2 S
6 UFall113 |Democracy and Human Rights Ol Bgi>g ddolydaal|  Arabic 2 2 32 18 50 2 S
Total 16 0 4 0 2 0 16 346 404 750 30
SSWL (hr/w) SSWL UsswL SWL et
ual Semester :\:Iloddule Module Name in English 4yl B3l ol | Language = b Semn :);am ECTS M:dule MPr:rTq(u;stl:ted
ode CL (hr/w] Pr (hr/w) [ Tut (hr/w] "/S€M | hr/sem | hr/sem | hr/sem ype oculets) Code
No (hr/w) | (hr/w) (hr/w)
1 CYS111  [Structured Progr ing Il 2 d5ugall xopl|  English 3 2 3 78 122 200 8 B
2 CYS107 |Ce Networks Fund: O gunlod] el Slolasd English 3 2 3 78 72 150 6 C
3 CYS108  |Cybersecurity F I Gl oYl Obwlud | English 3 2 3 78 97 175 7 3
Second |4 CYS105 |Digital Logic Design 3! @liall puesai|  English 2 2 3 63 62 125 5 [
5 CYS113  [Probability and Statistics sba>Yly &isYl|  English 2 2 32 18 50 2 B
6 UFall120 |Arabic language | 14yl dall|  Arabic 2 2 32 18 50 2 S
Total 15 0 8 0 0 0 16 361 389 750 30
—— SSWL (hr/w) . SSWL | USSWL SWL — ’ .
Level | Semester c od '€ | Module Name in English Ayl B3ledl ol | Language o Lab — h );am ECTS 'I(') uie o r:rfqulstl: ed
x OCE CL (hr/w) (hr/w) (hr/w) Pr (hr/w) [ Tut (hr/w) (hr/w) [/EEm hr/sem | hr/sem | hr/sem ype odule(s) Code
0.
1 CYS201 |Object Oriented Programming | 1450 dxenll|  English 3 2 3 78 47 125 5 B
2 CYS205 |Data Structures okl Swa| English 2 2 3 63 62 125 5 C
3 CYS217 [Computer Networks Ggwldl |  English 3 2 3 78 72 150 6 C
First |4 CYS229 | Cryptography sl &l English 3 2 3 78 72 150 6 [
5 CYS231 (Web Design A9 ASIYI 9‘3‘\" psai|  English 2 2 3 63 37 100 4 C
6 UFall225 |English language Il 2 &Sy dall|  English 2 2 32 18 50 2 S
7 UFall211 |Ba'ath Regime Crimes Caadl pllas @3ly>|  Arabic 2 2 32 18 50 2 S
Total 17 0 10 0 0 0 19 424 326 750 30
uaGll Module . . G o ML) Exam SO e i Module Prerequisite
Semester oy Module Name in English 4l WI 83l)l ol | Language = T semn | ey ECIS T Module(s) Cod
No ode CL (hr/w) (hr/w) (hr/w) Pr (hr/w) [ Tut (hr/w) (hr/w) r/sem hr/sem | hr/sem | hr/sem ype odulels) Code
1 CYS211 |Object Oriented Programming Il 2 43WSU dxapdl|  English 3 2 3 78 47 125 5 B
2 CYS225  [Analysis & Design of Algorithms Sleylgl paasaiy Judxi|  English 3 2 3 78 47 125 5 C
3 CYS261 (Web Application Development gl Oliudal ok English 2 2 3 63 62 125 5 C
second 14 CYS213  |Computation Theory Auluisdl yladl|  English 3 3 48 52 100 4 C
5 cvs251  |D y Slildl aelgd 5yl0) pdai|  English 2 2 3 63 62 125 5 c
6 CYS258  [Software Security @laxasd! oal English 2 2 3 63 37 100 4 C
7 UFall224 |Arabic Language Il 24wyl dall|  Arabic 2 2 32 18 50 2 S
Total 17 0 10 0 0 0 20 425 325 750 30
- SSWL (hr/w) e SSWL | USSwL | SWL Modu . it
(TP [pe— co: eu e Module Name in English 4yl B3WI ol | Language Lect b Semn h:;::'m ECTS 1‘_’ Uee " ;:.:T:(:;sé :de
x CL (hr/w) (hr/w) (hr/w) Pr (hr/w) [ Tut (hr/w) (hr/w) hr/sem | hr/sem | hr/sem yP
o.




1 CYS339 [Advanced Cryptography puiall pasdll 4| English 3 2 3 78 97 175 7 C
2 CYS325 |Operating Systems Juidd olai|  English 3 2 3 78 72 150 6 C
3 CYS337  [Secure C Protocols Al JuasYl Y gSgisy| English 2 2 3 63 37 100 4 C
First 4 CYS338  [Penetration Testing | 134 |  English 2 3 3 78 72 150 6 C
5 CYS391 [Open Source Web Development daell d>gide Cogll Oliudal pglal|  English 2 2 3 63 62 125 5 C
6 CYS304  |Hacking Ethics and Laws BIASYI (wilgdy wlddsl|  English 2 3 33 17 50 2 B
Total 14 0 11 0 0 0 18 393 357 750 30
SSWL (hr/w, L
L o o o e ey N ol Piryero
No. CL (hr/w) (hr/w) (hr/w) Pr (hr/w) [ Tut (hr/w) (hr/w) hr/sem | hr/sem | hr/sem
1 CYS349  |Cryptanalysis hidll dalail Jui|  English 3 2 3 78 72 150 6 c
2 CYs317 |Cloud Computing Aol duwg=i|  English 3 3 48 27 75 3 [
3 CYS378  [Network Security i el English 3 2 3 78 72 150 6 C
Second |4 CYS348 [Penetration Testing Il 2 3lAsY s English 2 3 3 78 72 150 6 C
5 CYS335 [Coding & Information Theory loglaolly el 3,15 English 2 2 3 63 62 125 5 C
6 CYS316 |Artificial Intelligence Sl 84|  English 2 2 3 63 37 100 4 E
Total 15 0 11 0 0 0 18 408 342 750 30
Level | Semester ket Module Name in English eyl B3kl ol | Language S Eom i i = ECTS Wszhitz e
M Code ) = CL (hr/w) (::/c:v) (Itra/l:rl) Pr (hr/w) [ Tut (hr/w) (S;r;::) hr/sem hr/sem | hr/sem | hr/sem lype Module(s) Code
1 CYs498 &V y Analysi Auadl wlyadlly Al Slomend! Juos|  English 3 2 3 78 97 175 7 [
2 CYS478 | Mobile & Network Security Wgazmall 83¢2919 &L (ef|  English 3 2 3 78 72 150 6 C
3 CYS486 |Machine Learning for Cybersecurity lrad! e JY pladlt|  English 2 2 3 63 62 125 5 E
First 4 CYS419 [Digital Forensics 3 Juadl giill|  English 2 2 3 63 62 125 5 C
5 CYS439  [Steganography & Watermarking Akl Wlodlally bl sl [ English 2 2 3 63 62 125 5 C
6 CYS404 [Research Methodology Cuoxdl &xgio|  English 2 2 32 18 50 2 C
Total 14 0 10 0 0 0 17 377 373 750 30
SSWL (hr/w) SSWL usswL SWL
ueiv Semester Dl Module Name in English 4wyl B3kl 0| Language B ECTS Mzhits e EEs
Code CL (hr/w) Lect Lab Pr (hr/w) | Tut (hr/w) Semn hr/sem i | Gk || Gyeem Type Module(s) Code
No. (he/w) | (hr/w) (hr/w)
1 CYS487  [Internet of Things Security Wi i) ool | English 2 2 3 63 62 125 5 C
2 CYS449  [Blockchain Technology SIS Judl L ¢diSS| English 2 2 3 63 37 100 4 C
3 CYS441 |Mobile Applications Development JLgall liudal &xeps|  English 2 2 3 63 62 125 5 E
Second |4 CYS459  |Authentication and Access Control Jyogll § (Sxillg dsbasll|  English 3 2 3 78 72 150 6 C
5 CYS418 |Operating Systems Security Jeadil) dalasl ool | English 3 2 3 78 72 150 6 C
6 CYS414  |Graduation Project o>l g9 4|  English 2 1 2 47 53 100 4 C
Total 12 0 10 2 0 1 17 392 358 750 30
| Total | 120 | 0 | 74 | 2 | 2 | 1 | 141 | 3126 | 2874 | 6000 | 240 | | Must be 240 ECTS |

cL Class Lecture
Lab Laboratory
Structured SWL Pr Practical Training
(hriw) type 1+ Tutorial

Online lecture
Seminar

Lect
Semn

Module type

mw oo

Basic learning activities SWL: Student Workload E LS E
Core learning activity SSWL: Structured SWL - : = -
Suport or related learning activity USSWL: Unstructured SWL L=, x bl T
Elective learning activity L, 3:- L= A
- -
a

Program Manager:

Asst. Prof. Dr. Ahmad A. AlSabhany | Ph.D. in Computer Science-Data Security | Assistant Professor
Email: ahmad.alsabhany edu.iq

Mobile no.: 7807167888




